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Abstract—Network traffic can be divided into delay-sensitive

and delay-tolerant traffic. Each delay-sensitive real-time flow has

a different end-to-end delay deadline, and has to be delivered

by that deadline. In general, real-time flows are to be processed

prior to delay-tolerant flows, and each real-time flow may has the

relative priority depending on its relative importance of real-time

flows. A software-defined networking (SDN) makes it possible to

monitor and control flows dynamically in the centralized view

of the overall network. In this paper, we propose an priority-

adjustment algorithm to guarantee the different delay deadlines

of real-time flows in SDN-based networks. Compared to other

algorithms, simulation results indicate that the number of real-

time flows that satisfy their deadlines is highest in the proposed

algorithm.

Index Terms—Real-time, software-defined networking, priority

adjustment

I. INTRODUCTION

As computer networks have grown rapidly over recent

decades, they have become one of the most important parts in

modern society. From huge data centers and cloud systems to

small portable devices such as a cell-phone, wearable devices,

and tablet PCs, almost every device is now connected to the

Internet. Network traffic is divided into real-time and non-real-

time traffic. Real-time traffic has an end-to-end delay deadline,

and it has to be delivered from source to destination by that

deadline. There has been research into guaranteeing such delay

deadlines for real-time traffic, but it remains a challenging

problem.

For the Internet, there has been research into guaranteeing

a variety of QoS requirements of users, such as IntServ and

DiffServ frameworks [1]. With IntServ, network resources for

each real-time flow are reserved in advance at each router the

flow passes [2]. However, this requires too many resource-

reservation connections for each flow. In addition, as the

number of flows increases, the overhead of reserving and

returning resources increases and the scalability becomes very

poor [3]. With DiffServ, real-time flows are serviced at each

router according to their DS field priorities, but DiffServ still

provides the best-effort service at each router and does not

guarantee the end-to-end QoS [4].

Software-defined networking (SDN) is a new networking

paradigm to separate the control and data planes in a network

[5]. SDN is composed of infrastructure and control layers. In

the infrastructure layer, SDN switches are connected over a

data plane for user-data delivery, in which each SDN switch

is a simple network device for forwarding network packets

according to its forwarding table [6]. In the control layer, an

SDN control software is connected with each SDN switch

over the control plane, and it monitors each SDN switch and

manages its forwarding table by using data-plane interfaces,

such as ForCES and OpenFlow [7] [8]. Such centralized

management and control of SDN switches provides a new way

to design network functionality [3]. In traditional networks,

the functionality for network management has been designed

in the distributed view of each network device. However, with

SDN, the functionality can be designed in the centralized view

of the overall network and implemented based on the SDN

control software. It then becomes possible to handle issues

that have not been solvable in traditional networks [9].

In this paper, we propose two dynamic priority-adjustment

schemes to satisfy delay deadlines for real-time applications

on SDNs. Because an SDN enables the precise configuration

and control of each SDN switch in a centralized manner, it is

possible to guarantee the deadline constraints by dynamically

adjusting the priority of the real-time traffic flows on the

switches that the flows pass through. The first priority scheme

assigns a unique flow priority to each flow. On the other

hand, in the second scheme, each flow can have a different

priority on the switches that the flow passes through. Through

simulations, we evaluate the performance of our two priority-

adjustment schemes against other schemes.

II. MOTIVATION

We consider an example of a real-time network in Figure

1(a), which consists of real-time control systems, and physical

systems that are controlled by each real-time control system.

There are three real-time flows between the real-time control

and the physical systems. We assume that the paths of the real-

time flows are determined in advance and do not change later.

Each real-time flow has its own end-to-end delay deadline,

and its priority is determined by priority-adjustment methods.

Figure 1(b) shows an NS-2 simulation results. The earliest

deadline first (EDF)-based priority-adjustment method makes

the packet that is closest to its deadline relayed first at each

switch. Under a per-flow priority-adjustment method, a flow-

specific priority is given to the flows in order to guarantee



(a) Real-time network

(b) End-to-end delay and deadline

Fig. 1. Example of real-time network with an end-to-end delay constraint.

their delay deadlines. Under a per-router priority adjustment

method, each flow can have a different priority at each router.

The deadlines of the flows are given as 50 ms, 60 ms,

and 60 ms, respectively. The path of F2 is the longest, and

its delay is 69 ms without a priority-adjustment, which fails

to satisfy its deadline of 60 ms. In the EDF-based priority-

adjustment method, F1 has a shorter remaining time to the

deadline than F2 at R1 and R2. F1 is therefore processed with

a higher priority, but this does not mean that all packets of F1

are always transmitted prior to the packets of F2. If a F2 packet

stays at a router for a long time, it gets closer to its deadline

and has a high priority. At F5 and F6, F2 is processed with a

high priority, but F2 eventually fails to satisfy its deadline of

60 ms.

In the per-flow priority-adjustment method, a higher priority

is given to F2 to guarantee its deadline, and the delay of F2

becomes 43 ms, which is very low and satisfies its deadline of

60 ms. The delays of F1 and F3 are each increased to 57 ms,

but again F1 fails to satisfy its deadline of 50 ms. In the per-

router priority-adjustment method, a higher priority is given

to F2 only at R5 and R6. The F3 delay becomes 54 ms, which

still satisfies its deadline of 60 ms. The F2 delay becomes 56

ms, which is greater than the 43 ms in the per-flow priority-

adjustment method, but which satisfies its deadline of 50 ms.

As a result, all the deadlines are satisfied.

Whether or not the delay deadlines of real-time flows are

guaranteed is determined by how their priorities are assigned

and adjusted. In this paper, we propose priority-adjustment

schemes that assign and adjust the priorities of real-time flows

dynamically in SDN-based real-time networks to guarantee

their various delay deadlines.

III. RELATED WORK

There has been research to guarantee the delay deadline

or end-to-end QoS of real-time flows. Guck and Kellerer [3]

proposed a deterministic network model in which the delay

of each priority queue is calculated using network calculus

[10]. It finds possible paths of each flow by a simple greedy

algorithm, and the authors compared these paths with the

optimal paths obtained by a mixed-integer program. Wu et

al. [11] proposed a resource-allocation scheme based on the

central resource database of the SDN controller. When a flow

is admitted, the SDN controller finds a routing path that uses

network resources efficiently, based on the delay bound of

the priority queues and the transmission delay of each link. In

order to calculate delay bounds for each priority queue, a rate-

controlled static-priority (RCSP) queueing service discipline

is adapted in each router. Tomovic et al. [12] proposed a

new SDN framework and design for QoS provisioning, in

which a bandwidth of each link is reserved for guaranteeing

the deadline of each flow. Based on the available bandwidths

of links, the shortest path to minimize the delay is found

by using the Dijkstra algorithm. In [13], Akella and Kaiqi

considered the network of a cloud carrier in which the requests

of cloud users are processed. A cloud provider manages the

network, and Open vSwitch is running at each switch. In order

to guarantee the QoS requirements of multiple cloud users,

a bandwidth that is sufficient to guarantee QoS requirement

is assigned at each switch using the QoS policy of Open

vSwitch. Ongaro et al. [14] provides a mathematical model

to find the shortest path for each flow with constraints. It is

based on Integer Linear Programming (ILP), and it routes all

flows so as to minimize the sum of delays or packet drop

rate based on the available bandwidth of each link. It assumes

that a program, which is implemented according to the QoS

architecture, monitors the network delay or packet drop rates

in each link continuously.

Most of the existing work focuses on how to route real-

time flows to guarantee delay deadlines based on the available

bandwidth or delay of each link. However, such routing

strategies require a great deal of computation to find a path to

guarantee the deadlines of real-time flows, and the scalability

is very poor. This paper tackles the question of how to adjust

the priorities of flows to guarantee their deadlines.

IV. PROPOSED ALGORITHM

A. System Model

Let us consider an SDN-based real-time networks in Figure

2, which is composed of an SDN controller, SDN-enabled

switches, real-time control systems, and physical systems.

Each physical system is controlled by its own control system in

real time, and the real-time flow between them has an end-to-

end delay deadline, which differs according to the characteris-

tics of the physical systems. An SDN-enabled switch divides

network traffic into real-time and non-real-time traffic, and

prioritizes the real-time traffic by priority queueing. Each real-

time flow has different priorities at each switch along its path.



Fig. 2. Architecture of an SDN-based real-time networks.

At each switch, packets are enqueued into a queue according

to its priority. Among queues, strict priority queueing (SPQ) is

applied, which implies that packets of a low-priority queue are

never processed before a high-priority queue becomes empty

[15]. We assume that either of a real-time control system or

a physical system reports its deadline to the SDN controller

before establishing the connection between them, and also

reports the average end-to-end delay periodically according

to the time interval that the SDN controller determined.

Suppose that there are m SDN-enabled switches denoted

by S = {s1, s2, ..., sm}, n real-time flows denoted by F =
{f1, f2, ..., fn}, and q priority queues at each switch, in which

queue 1 has the highest priority and queue q has the lowest

priority. Let the priority of flow f ∈ F at switch s ∈ S be

xf,s. At every switch s ∈ S, xf,s of flow f is denoted by a

priority vector Xf = [xf,1, xf,2, . . . , xf,m]T in which, if flow

f is passing switch s, xf,s has a priority value from 1 to q,

and otherwise 0. The priority vectors Xf for every flow f ∈ F

are denoted by a priority matrix:

M =











x1,1 x1,2 · · · x1,m

x2,1 x2,2 · · · x2,m

...
...

. . .
...

xn,1 xn,2 · · · xn,m











. (1)

Let df denote the measured end-to-end delay of flow f ∈ F ,

and let κf denote the end-to-end deadline for flow f . Instead

of κf , we use a pseudo deadline, namely Df = α×κf for 0 <

α ≤ 1, in order to compensate for the fluctuation of delays.

B. Priority-adjustment operations

One of basic operations for priority adjustment is to increase

or decrease the priorities of flows dynamically to respond to

such fluctuations and guarantee each flow’s delay deadline.

Let d̂f =
df

Df
be the normalized delay for each flow f ∈ F .

TABLE I
SYSTEM PARAMETERS.

Parameter Description

m Number of SDN-enabled switches

S A set of SDN-enabled switches

n Number of real-time flows

F A set of real-time flows

q Number of priority queues per switch

xf,s Priority of flow f at switch s

df End-to-end delay of flow f

κf Real end-to-end deadline of flow f

α Similarity between real and pseud end-to-end deadlines

Df Pseudo end-to-end deadline of flow f , Df ← α× κf

We use the normalized delay as a metric to select the best or

worst flow. For the priority increment, we select a flow that

has the highest normalized delay. For the priority decrement,

conversely, we select a flow that has the lowest normalized

delay.

We find a priority matrix M∗ that minimizes the summation

of the normalized end-to-end delays d̂f for all f ∈ F ,

satisfying their end-to-end delay deadlines Df :

M∗ = argmin
M

∑

f∈F

d̂f (2)

subject to d̂f ≤ 1 for ∀f ∈ F.

When there are m switches, n real-time flows, and q priorities,

the size of the search space for M is qmn, which is too high

to be computed in practice for a large network. Usually, the

priority-adjustment algorithms are executed in SDN control

software periodically, and the priorities of real-time flows are

increased or decreased at each execution to respond to the

delay variances. Therefore, it is urgently required that the

complexity of the priority-adjustment algorithms should be

kept as low as possible.

C. Priority-adjustment algorithms

We propose two greedy algorithms for the priority-

adjustment: a) a per-flow priority-adjustment scheme; b) a per-

router priority-adjustment scheme. In a nutshell, in order to

guarantee the different delay deadlines of real-time flows, the

priority-adjustment algorithms assign and adjust the priority

of a real-time flow, based on its deadline and measured end-

to-end delay.

1) Per-flow priority-adjustment scheme: The per-flow

priority-adjustment scheme assigns a unique flow priority to

each flow, as shown in Figure 3. In this case, the flow has the

same priority at every switch, i.e., xi,1 = · · · = xi,m for ∀n
in (1). This constraint is included in the optimization in (2).

The per-flow priority-adjustment scheme is divided into two

parts. First, it selects the worst of the flows that violate their

deadlines, and then it increases the flow’s priority to allow it

to satisfy its deadline. In the decrement step, conversely, it

selects the best of the flows that satisfy their deadlines, and

decreases its priority.

Algorithm 1 shows the detailed procedure of the per-

flow priority-adjustment algorithm, which consists of loops to



Fig. 3. Per-flow priority-adjustment scheme.

Algorithm 1 Per-flow priority-adjustment algorithm.

1: G← all flows

2: Measure df for all f ∈ G

3: while Df ≺ df for ∃f ∈ G do

4: fmax ← argmaxf∈G(
df

Df
)

5: pfmax
← 1

6: Measure df for all f ∈ G

7: for k = 1→ q − 1 do

8: if df � Df for ∀f ∈ G and pf = k then

9: Break

10: end if

11: while Df ≺ df for ∃f ∈ G and pf = k do

12: fmin ← argminf∈G and pf=k(
df

Df
)

13: pfmin
← k + 1

14: Measure df for all f ∈ G

15: end while

16: end for

17: G← G− {fmax}
18: end while

increase and decrease priority. The first loop checks whether

there is a flow that violates its deadline, and it repeats until

every flow of G satisfies its deadline. We set the priority of

flow f ∈ F as pf , which means that pf = xf,s for all s ∈ S.

Within the loop, a flow fmax with the highest normalized delay

is selected from G, and the flow’s priority pfmax
is set to the

highest priority of 1. Since the priority of flow fmax is changed

to the highest priority of 1, the existing flows that have priority

1 may violate their deadlines. So, the for-loop checks whether

there is a flow that violates its deadline at each priority level

from 1 to q − 1. If the deadline of every flow is satisfied at

a priority level, the for-loop finishes; otherwise it repeats to

decreases the priority of a flow with the lowest normalized

delay until every flow deadline is satisfied at priority level.

The overall process of this algorithm is similar to a lazy

bubble sort, because it only adjusts priorities when there is a

flow that violates its deadline. From the highest to the lowest

priority level, flows are compared according to the normalized

delay at each priority level, and their priorities are decreased.

2) Per-router priority-adjustment scheme: The per-router

priority-adjustment scheme is the same as the per-flow

priority-adjustment scheme except that different priorities are

given at each switch for a selected flow, as shown in Figure

Fig. 4. Per-router priority-adjustment scheme.

Algorithm 2 Per-router priority adjustment algorithm.

1: G← all flows

2: Measure df for all f ∈ G

3: while Df ≺ df for ∃f ∈ G do

4: fmax ← argmaxf∈G(
df

Df
)

5: P ← {s|s is each switch flow fmax passes}
6: xfmax,s ← 1 for all s ∈ P

7: Measure df for all f ∈ G

8: for k = 1→ q − 1 do

9: P ← {s|s is a switch that flow fmax passes}
10: if df�Df for ∀f∈G and s ∈ P and xf,s= k then

11: Break

12: end if

13: while |P | 6= 0 do

14: starget ← choose a switch s ∈ P randomly

15: while Df≺df for ∃f∈G and xf,starget
=k do

16: fmin ← argminf∈G and xf,starget
=k(

df

Df
)

17: xfmin,starget
← k + 1

18: Measure df for all f ∈ G

19: end while

20: P ← P − {starget}
21: end while

22: end for

23: G← G− {fmax}
24: end while

4. One of the switches that the selected flow passes through

is selected for priority adjustment. For each selected switch,

the priority of a selected flow is increased or decreased.

Algorithm 2 shows the detailed procedure of the per-router

priority-adjustment algorithm. In this algorithm, different pri-

orities for a flow are given at each switch. After a flow f

with the highest normalized delay is selected from G, flow

f ’s priority is set to the highest priority at each switch of flow

f ’s path P . Unlike the per-flow priority-adjustment algorithm,

the priority is adjusted only at switches of path P . At a priority

level, if all flows satisfy their deadlines at each switch s ∈ P ,

the for-loop finishes.

The per-router adjustment algorithm adjusts the priority

at each switch, and essentially it can do more fine-grained

priority-adjustment than the per-flow priority adjustment algo-

rithm to guarantee the delay deadlines of flows.



Fig. 5. Tree-type mesh network.

V. SIMULATION

In order to evaluate the performance of our proposed

algorithms, we conducted NS-2 simulations in which each

output port of a node consists of 5 drop-tail queues. A class-

based queueing (CBQ) discipline was used for the priority

queueing. We assume that the maximum bandwidth utilization

of each link does not go beyond 0.99, and that the propagation

delay of each link is 1 us. We set α to 0.99 for all flows.

We define and use the satisfaction rate as a performance

index of our proposed algorithms, which is the percentage

of flows that satisfy their delay deadlines in all flows. We

compare the satisfaction rate of our proposed algorithms with

the EDF-based priority-adjustment algorithm, which gives a

higher priority to the packets that are closer to its deadline at

the current time [16].

We conducted NS-2 simulations in the tree-type mesh

network of Figure 5. When the number of flows is 10, 20

and 30, the source and destination of each flow are chosen

randomly from the leaf nodes in Figure 5. In the simulations,

we consider two cases in which every flow either has the same

deadline or each flow has a random deadline for a given mean

deadline.

Figure 6 shows the average satisfaction rates of the per-flow,

per-router, and EDF-based priority-adjustment algorithms for

10 flows that have the same deadline or different deadlines

with a Gaussian distribution with standard deviation of 0.001.

We set the rate of each flow to 50. For each deadline, the

algorithms were repeated three times, and the satisfaction rates

were averaged. The per-flow and per-router algorithms were

run three times continuously for a repetition. In Figure 6(a),

there are deadline points for which the satisfaction rate of the

EDF-based algorithm is lower than no priority adjustment. The

per-flow and per-router algorithms are always higher than or

equal to no priority adjustment and the EDF-based algorithm

in terms of average satisfaction rate. In Figure 6(b), the average

satisfaction rates of the per-flow and per-router algorithms

exceed the EDF-based algorithm, and at several deadlines

the per-router algorithm is higher than the per-flow algorithm

because the former algorithm controls the priorities of flows
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Fig. 6. Average satisfaction rate of 10 flows.

at each router in a more fine-grained way.

In Figure 7, we set the rate of each flow to 25, and

the average satisfaction rates of the per-flow and per-router

algorithms show a higher performance than the EDF-based

algorithm. For both of equal and different deadlines, the per-

router algorithm shows a higher performance than the per-

flow algorithm at several deadlines. As the number of flows

increases, the per-router algorithm has a higher number of

cases for which the priorities of flows can be assigned and

adjusted at each switch, and it shows a better performance

than the per-flow algorithm.

We set the rate of each flow to 20 in Figure 8. When

compared to the cases of 10 and 20 flows, there is a higher

difference of average satisfaction rates between our proposed

algorithms and the EDF-based algorithm.

VI. CONCLUSION

In order to guarantee the different delay deadlines of real-

time flows, we proposed two priority-adjustment algorithms:

per-flow and per-router priority. In SDN-based networks, the

algorithms run on the SDN controller periodically and adjust

the priorities of real-time flows dynamically based on delay

measurement. In the per-flow priority-adjustment algorithm,

priorities are given to each flow. This algorithm changes the

priority of the flow that has the highest normalized delay to

the highest priority, and then updates the priorities of all the

other flows from the highest to the lowest priority level like
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Fig. 7. Average satisfaction rate of 20 flows.

a bubble sort. In the per-router priority-adjustment algorithm,

different priorities for a flow are given at each switch. We

evaluated and compared these two algorithms with the EDF-

based priority-adjustment algorithm in terms of satisfaction

rate as the deadlines of flows increase. The results indicate

that these algorithms show higher satisfaction rates than those

of other algorithms.
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